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Windows 64-bit MariaDB / MySQL Redis Required

Cai dat vGocms bang Laragon, MariaDB/MySQL va Redis trén Windows.
Install vGocms with Laragon, MariaDB/MySQL, and Redis on Windows.
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0. Tong quan cai dat nhanh

Quy trinh cai dat gém 6 budc. Hay hoan thanh theo ddng thir tu dé tranh 16i két ndi database, Redis hodc phién
dang nhap.
The installation has 6 steps. Complete them in order to avoid database, Redis, or session errors.
1 Tai bd cai Windows
Download the Windows package
2 Giai nén “.env’ va file ".exe”
Extract ".env" and the ".exe’ file

3 Bat MariaDB/MySQL va tao database “videogo®
Start MariaDB/MySQL and create the Vvideogo' database

Bat Redis tai “localhost:6379"

4 Start Redis at “localhost:6379"
5 Cap nhat cau hinh trong “.env’
Update the .env’ configuration
6 Chay irng dung va dang nhap trang quan tri

Run the application and sign in to the admin panel

Thong tin truy cap mac dinh / Default access information

Muc / Item Gia tri / Value

Trang quan tri / Admin panel http://localhost:8000/admin/login
Tén dang nhép / Username admin

Mat khau / Password admin123

Céng Ung dung / Application port 8000

Database mac dinh / Default database videogo

Redis mac dinh / Default Redis localhost:6379

CANH BAO / WARNING
DP3&i mat khdu "admin123’ va cac khoa bi mat ngay sau lan dang nhap dau tién.
Change ‘admin123" and all secret keys immediately after the first sign-in.

1. Yéu cau hé théng

Thanh phan / Component Yéu cau / Requirement

Hé diéu hanh / Operating system Windows 10/11 hodc Windows Server 64-bit
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Thanh phan / Component Yéu cau / Requirement

Web stack Laragon
Database MariaDB (uu tién / recommended) hoac MySQL
Redis Bat budc / Required

Thu muc &'ng dung va thu muc backup phai ghi dugc / App and

uyén ghi/ Write permission
Quyen g P backup directories must be writable

Céng mac dinh / Default ports 8000 (vGocms), 3306 (DB), 6379 (Redis)

QUAN TRONG / IMPORTANT
Redis la thanh phan bat budc. vGocms cé thé khong hoat dong day da néu Redis chua chay.
Redis is required. vGocms may not function correctly when Redis is not running.

2. Tai xudéng va gidi nén

Tai bd cai chinh thirc danh cho Windows 64-bit tir lién két sau:
Download the official Windows 64-bit package from the link below:

Tai vGocms-windows.zip / Download vGocms-windows.zip

Tao thu muc riéng, vi du "C:\vGocms’, roi gidi nén toan bo file ZIP vao thu muc dé.
Create a dedicated folder such as "C:\vGocms', then extract the entire ZIP package into it.

C:\vGocms\
.env
vgocms_windows amd64.exe

B e ENV File

l:' VQoCm E._"a‘a'i ndo wWs_am dbd. exe _,':h_p P lication

Hai file sau khi gidi nén / The two files after extraction

LUU Y/ NOTE
Néu khéng thay ".env’, bat View > Show > Hidden items va kiém tra file khéng bi d6i thanh “.env.txt.
If .env’ is hidden, enable View > Show > Hidden items and confirm the file is not named ".env.txt".

3. Chuan bi MariaDB/MySQL va Redis

3.1 MariaDB hoac MySQL / MariaDB or MySQL

Mé& Laragon va khdi déng MariaDB. MariaDB dugc uu tién; MySQL van c6 thé sir dung néu hé théng cda ban
dang chay MySQL.
Open Laragon and start MariaDB. MariaDB is recommended; MySQL can also be used if it is already installed.

Tao database c6 tén ‘videogo' bang HeidiSQL, phpMyAdmin hoac clra sé SQL:
Create a database named Vvideogo' using HeidiSQL, phpMyAdmin, or an SQL console:

CREATE DATABASE videogo
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CHARACTER SET utf8mb4
COLLATE utf8mb4 unicode ci;

Cau hinh / Setting Gia tri mau / Example value
Host localhost

Port 3306

User root

Password 123456

Database videogo

LUU Y/ NOTE

Thay 'DB_PASS=123456" bdng mat khiu that clia database trén may.
Replace 'DB_PASS=123456" with the actual database password on your computer.

3.2 Redis bat budc / Required Redis service

Khé&i dong Redis trong Laragon va gilr dia chi mac dinh ‘localhost:6379'.
Start Redis in Laragon and use the default address ‘localhost:6379".

Kiém tra Redis bang PowerShell:
Test Redis from PowerShell:

redis-cli ping

# K&t qua dung / Expected result
PONG

Page 4



4. Cau hinh file .env

M& “.env’ bang VS Code, Notepad++ hoac trinh soan thao van ban. Cap nhat théng tin database, Redis, céng rng
dung va khéa bdo méat theo mai trudng clia ban.

Open “.env’ with VS Code, Notepad++, or another text editor. Update database, Redis, application port, and security settings for your
environment.

QUAN TRONG / IMPORTANT
Khong str dung cac gia tri ‘vui-long-doi’ trong moi trugng production.
Do not keep the placeholder value ‘vui-long-doi” in production.

# --- Database ---
DB_HOST=localhost
DB_PORT=3306
DB_USER=root
DB_PASS=123456
DB_NAME=videogo

# --- Redis ---
REDIS_ADDR=localhost:6379
REDIS PASS=

REDIS DB=0

USER_SERVICE BASE URL=http://localhost:8081
USER_SERVICE WEBHOOK ENABLED=1
USER_SERVICE WEBHOOK SECRET=vui-long-doi

# --- Session ---
SESSION SECRET=vui-long-doi

# --- Application ---

APP_PORT=8000

# release mode: release, debug mode: debug

GIN MODE=release

ENABLE HSTS=1

# --- Cloud integrations security ---

# Generate once with: openssl rand -base64 48

# IMPORTANT: Do not change this after saving Cloudflare/Google credentials.
INTEGRATION_ ENCRYPTION KEY=

--- Portable & secure database backup ---
auto: prefer mariadb-dump/mysqldump, otherwise use the built-in Go exporter
native: require mariadb-dump/mysqldump
go: always use the built-in Go exporter
BACKUP_METHOD=auto
Optional absolute path when the dump tool is not in PATH, especially on Windows.
DB DUMP_ PATH=
# Keep backups outside the public ./static directory.
BACKUP_DIR=./data/backups
BACKUP_TIMEOUT MINUTES=120

# ISP/network reachability monitor
NETWORK CHECK SCHEDULER=1
NETWORK_CHECK HISTORY_DAYS=30

# --- Performance and security ---

# Exact public/admin hostnames, comma separated. Required in production.

# ALLOWED HOSTS=admin.example.com,api.example.com

# Only reverse proxies allowed to supply X-Forwarded-* / client IP headers.
TRUSTED PROXIES=127.0.0.1,::1

CSRF_ENABLED=1

# Enable when the admin panel is served through HTTPS.

SESSION_ SECURE=0

# MariaDB driver timeout and connection pool.
DB CONNECT TIMEOUT=5s

DB_READ_TIMEOUT=10s

DB WRITE TIMEOUT=10s

DB MAX OPEN CONNS=40

DB MAX IDLE CONNS=10

DB CONN MAX LIFETIME=30m
DB_CONN_MAX_ IDLE TIME=5m

# Redis fail-soft cache/pool settings.
REDIS DIAL TIMEOUT=3s

REDIS READ TIMEOUT=2s

REDIS WRITE TIMEOUT=2s
REDIS POOL SIZE=20

REDIS MIN IDLE CONNS=2

# HTTP server protection.
HTTP_READ HEADER TIMEOUT=10s
HTTP_READ_ TIMEOUT=30s

HTTP_WRITE TIMEOUT=60s

HTTP_IDLE TIMEOUT=120s

ADMIN REQUEST MAX BYTES=134217728




# Upload and remote-image safety limits (bytes/pixels).
FILE_UPLOAD MAX BYTES=52428800

FILE IMAGE_MAX BYTES=15728640
REMOTE_IMAGE_MAX BYTES=15728640
REMOTE_IMAGE_MAX_PIXELS=40000000

Cac bi€n quan trong / Important variables

Bi€n / Variable M6 ta / Description

DB_HOST, DB_PORT May chu va c6ng MariaDB/MySQL / Database host and port

Tai khodn va mat khdu database / Database username and

DB_USER, DB_PASS
password

Tén database, mac dinh ‘videogo® / Database name, default

DB_NAME Videogo'
REDIS_ADDR Dia chi Redis, mac dinh ‘localhost:6379" / Redis address
APP_PORT Céng chay trang quan tri / Admin application port
SESSION_SECRET Khéa ky phién dang nhép / Session signing secret
USER_SERVICE_WEBHOOK_SECRET Khéa xac thuc webhook / Webhook authentication secret

Khéa ma héa Cloudflare/Google credentials / Encryption key for

INTEGRATION_ENCRYPTION_KEY .
cloud credentials

"0" cho local HTTP, *1" cho production HTTPS /0" for local HTTP,

SESSION_SECURE . "
1" for production HTTPS

Tao khéa bao mat bang PowerShell / Generate security keys with PowerShell

Tao khéa 48 byte cho 'INTEGRATION_ENCRYPTION_KEY':
Generate a 48-byte key for INTEGRATION_ENCRYPTION_KEY:

$bytes = New-Object byte[] 48

[Security.Cryptography.RandomNumberGenerator]::Create().GetBytes($bytes)
[Convert]::ToBase64String($bytes)

Tao khoa 32 byte cho "SESSION_SECRET" hodc "USER_SERVICE_WEBHOOK_SECRET:
Generate a 32-byte key for ‘SESSION_SECRET or 'USER_SERVICE_WEBHOOK _SECRET:

$bytes = New-Object byte[] 32

[Security.Cryptography.RandomNumberGenerator]::Create().GetBytes($bytes)
[Convert]::ToBase64String($bytes)

CANH BAO / WARNING

Khéng d8i INTEGRATION_ENCRYPTION_KEY" sau khi d& luu thong tin Cloudflare hoac Google Search Console. D&
lidu cii c6 thé khong giai ma dugc.

Do not change INTEGRATION_ENCRYPTION_KEY" after storing Cloudflare or Google Search Console credentials. Existing encrypted data
may become unreadable.

Local va production / Local and production settings

Maoi truong / Environment Cau hinh / Configuration

Local HTTP SESSION_SECURE=0
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Maoi truong / Environment Cau hinh / Configuration

Truy cap / Open: http://localhost:8000

SESSION_SECURE=1
ALLOWED_HOSTS=admin.example.com,api.example.com

Production HTTPS

5. Kh@i chay vGocms

Trudc khi chay, xac nhan MariaDB/MySQL va Redis dang hoat dong. Sau d6 nhap dup
‘vgocms_windows_amdé64.exe” hoac chay bang PowerShell.

Before starting, confirm that MariaDB/MySQL and Redis are running. Then double-click vgocms_windows_amdé64.exe" or launch it
from PowerShell.

cd C:\vGocms

.\vgocms_windows amd64.exe

LUU Y/ NOTE

Gilr clra s6 (rng dung dang mé trong khi s&r dung vGocms. Néu clra sé tu déng, chay tlr PowerShell dé€ doc thong
bao 16i.

Keep the application window open while using vGocms. If it closes immediately, run it from PowerShell to view the error message.

Windows SmartScreen / Windows SmartScreen

Windows c6 thé canh bao déi vdi file mai tai vé. Chi ti€p tuc khi file dugc tai tir lién két chinh thirc. Chon ‘More
info" réi "Run anyway" khi ban d& xac minh ngudn.

Windows may warn about a newly downloaded executable. Continue only when it came from the official download link. Select ‘More
info™ and then "Run anyway" after verifying the source.

6. Dang nhap trang quan tri

M trinh duyét va truy cap:
Open a browser and visit:

http://localhost:8000/admin/login

Thong tin / Credential Gia tri / Value

Tén dang nhap / Username admin

Mat khau / Password admin123

CANH BAO / WARNING

DP6i méat khdu mac dinh ngay sau lan ddng nhap dau tién, dac biét khi may co thé dugc truy cap tir mang LAN hoac
Internet.

Change the default password immediately after the first sign-in, especially when the computer is reachable from a LAN or the Internet.
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7. Kiém tra sau khi cai dat

Sau khi dang nhéap, mé& Dashboard va xac nhan trang thai database, Redis, tai nguyén hé théng va cac canh béo
bdo mat.

After signing in, open the Dashboard and verify database, Redis, system resources, and security status.
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Dashboard qudn tri vGocms / vGocms administration dashboard

Checklist hoan tat / completion checklist

Trang dang nhap mé& dugc tai “http://localhost:8000/admin/login’. / The login page opens at “http://localhost:8000/admin/login’.
Dang nhép thanh céng bang tai khoan quan tri. / Administrator sign-in succeeds.

Dashboard khoéng bao 16i MariaDB/MySQL. / The Dashboard shows no MariaDB/MySQL errors.

Redis hién thj trang thai hoat ddng. / Redis is shown as operational.

Thu muc “data/backups’ cé quyén ghi. / The ‘data/backups’ directory is writable.

Pa thay "SESSION_SECRET" va "USER_SERVICE_WEBHOOK_SECRET". / 'SESSION_SECRET and "USER_SERVICE_WEBHOOK_SECRET " have
been replaced.

Pa tao INTEGRATION_ENCRYPTION_KEY". / INTEGRATION_ENCRYPTION_KEY" has been generated.

Pa d6i mat khdu quan tri mac dinh. / The default administrator password has been changed.
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8. Kiém tra dud'ng truyén va nha mang

Khi 'NETWORK_CHECK_SCHEDULER=1", vGocms sé& dinh ky kiém tra kha ndng truy cap website qua cac proxy nha
mang da cau hinh.
When ‘"NETWORK_CHECK_SCHEDULER=1", vGocms periodically tests website reachability through configured ISP proxies.
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Man hinh kiém tra dudng truyén va nha mang / ISP and network reachability screen

/ Variable Y nghia / Meaning
NETWORK_CHECK_SCHEDULER=1 Bat lich ki€ém tra tu déng / Enable scheduled checks
NETWORK_CHECK_HISTORY_DAYS=30 Luu lich str 30 ngay / Keep 30 days of history

~

9. Xtr ly 16i thuo'ng gap

Khong truy cap duoc localhost:8000 / Cannot open localhost:8000

Kiém tra file .exe’ c6 dang chay, 'APP_PORT=8000", Windows Firewall va xung dét céng.
Check whether the “.exe" is running, confirm APP_PORT=8000", and inspect Windows Firewall or port confflicts.

Get-NetTCPConnection -LocalPort 8000 -ErrorAction SilentlyContinue

netstat -ano | findstr :8000

Loi két noi database / Database connection error

Kiém tra MariaDB/MySQL da chay, database ‘videogo' d& tén tai, ding host/port/user/password.
Confirm MariaDB/MySQL is running, the videogo' database exists, and host/port/user/password are correct.
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mysql -h localhost -P 3306 -u root -p

Loi két ndi Redis / Redis connection error

Kiém tra 'REDIS_ADDR=localhost:6379, mat khau Redis va dich vu Redis trong Laragon.
Check "REDIS_ADDR=localhost:6379’, the Redis password, and the Redis service in Laragon.

redis-cli -h localhost -p 6379 ping

File .exe chay roi tw déng / The .exe opens and immediately closes

Chay irng dung tir PowerShell d&€ xem 16i kh&i dong thay vi nhap dup.
Run the application from PowerShell to view startup errors instead of double-clicking it.

cd C:\vGocms

.\vgocms_windows amd64.exe

Khong tao duoc backup database / Database backup fails

Pat ‘BACKUP_METHOD=auto'. Néu c6ng cu dump khdng cé trong PATH, cdu hinh dudng dan tuyét déi trong
‘DB_DUMP_PATH".
Use BACKUP_METHOD=auto". If the dump tool is not in PATH, set its absolute path in 'DB_DUMP_PATH".

DB_DUMP_PATH=C:\laragon\bin\mysql\mariadb-11.x.x-winx64\bin\mariadb-dump.exe

L6i webhook dich vu ngu@i dung / User service webhook error

Né&u backend ngudi dung chua chay & cong 8081, tam d&t "USER_SERVICE_WEBHOOK_ENABLED=0". Khi bat,
secret clia hai hé théng phai giong nhau.

If the user backend is not running on port 8081, temporarily set 'USER_SERVICE_WEBHOOK_ENABLED=0". When enabled, both systems
must use the same secret.

USER_SERVICE_WEBHOOK_ ENABLED=0

Khong giitr dugc phién dang nhap khi chay local / Login session does not persist locally

Khi truy cap béng HTTP local, dat "SESSION_SECURE=0". Chi dung "SESSION_SECURE=1" khi chay HTTPS.
For local HTTP access, use 'SESSION_SECURE=0". Use SESSION_SECURE=1"only behind HTTPS.

SESSION_SECURE=0

10. Khuyén nghi bao mat

Pa&i mat khau tai khodn ‘admin’ ngay lap turc.

Change the ‘admin’ account password immediately.

Khoéng dung gia tri “vui-long-doi’ trong production.

Do not use ‘vui-long-doi’ in production.

Tao riéng "SESSION_SECRET", "USER_SERVICE_WEBHOOK_SECRET" va INTEGRATION_ENCRYPTION_KEY".
Generate unique values for 'SESSION_SECRET", 'USER_SERVICE_WEBHOOK_SECRET', and INTEGRATION_ENCRYPTION_KEY".
Chi cdng khai vGocms sau khi d& cau hinh HTTPS va reverse proxy.

Expose vGocms publicly only after configuring HTTPS and a reverse proxy.

Cau hinh chinh xac "ALLOWED_HOSTS® va "TRUSTED_PROXIES".

Configure 'ALLOWED_HOSTS and "TRUSTED_PROXIES" precisely.

Khoéng Iuu backup trong thu muc public hodc “static’.

Do not store backups in a public or ‘static’ directory.

Khdéng dua file ".env’ [én GitHub céng khai.

Never commit ".env" to a public GitHub repository.
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e Sao lvu khéa ma héa & noi an toan.
Back up encryption keys in a secure location.

e Chitaiva cap nhat phan mém tir ngudn chinh thirc.
Download and update software only from official sources.

HOAN TAT / SUCCESS

Khi Dashboard hién thj MariaDB va Redis hoat dong, trang quan trj dang nhap dugc va khéng con canh bao khéa
mac dinh, qua trinh cai dat da hoan tat.

Installation is complete when the Dashboard shows MariaDB and Redis as operational, the admin panel is accessible, and default-secret
warnings have been resolved.

Lién két chinh thirc / official links

Website: vgo.codes

Telegram: t.me/vgocms

Windows package: vGocms-windows.zip
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